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The Value of IEC 61850 Counter point of view

Interoperable, standardized data models “It was so much easier to find a point before”

Machine readable configuration language 
that supports multi-vendor systems

“SCL is hard to create, test, and share”

Reliable, low cost GOOSE instead of wires “But how do I know it is working?”

A Tale of Two Cities

The good news:  these counter views can be addressed



Tools throughout the IEC 61850 Lifecycle

Specify Design Build Maintain

Engineer/Configure

Lab Testing MaintenanceCommissioning

Simulate IEDs

Test/Debug Communications

View System Data

Verify SCL Files

Create
IED Templates

Check IED 
Configuration

Specify ModifyEngineer

Test



Challenge:  vendors need to build clean IED templates for engineering process

Build Effective IED Templates

Value Created:  avoid future headaches during the engineering process

1. Build model with standard objects

2. View as a file or model

3. Manage data templates efficiently

4. Guide the user and verify file



Verify SCL Files

Value Created:  avoid SCL issues that can slow down the engineering process

Challenge:  verify that SCL files are interoperable

1. Identify missing parameters or non-compliant SCL

2. Resolve control blocks, external references, and datasets

3. Distinguish issues by severity



Check IED Configuration

Value Created:  reduce test time by finding misconfigurations earlier 

Challenge:  verify that IEDs are configured according to design

Object Value

Pos

ctlModel sbo

sboTimeout 30000

Parse SCL Model Discover IED Model

Object Value

Pos

ctlModel status-only

sboTimeout 30000

Highlight Differences

?SCD or

CIDs



Challenge:  debug multiple publishers in a complex network 

Debug Process Bus

Value Created:  identify process bus issues earlier and faster

Test Set

<GSEControl name="gcb1" appID="L02BPU/gcb1">
<GSEControl name="gcb2" appID="L03BPU/gcb2">
<GSEControl name="gcb3" appID="L04BPU/gcb3">
<GSEControl name="gcb4" appID="L05BPU/gcb4">

SCL

GOOSE

GoID IED Timeout Match SCL Simulate ConfRev

gcb1 L02BPU No SCL False 14

gcb1 ------ No Wire False 13

gcb3 L04BPU No Match False 14

gcb3 L04BPU No Match True 14

Sniffer

✓ Misconfigured

✓ Simulated

✓ Timed out

✓ Network Config



Challenge:  find data and configuration info in large systems

Find and View System Data

Value Created:  make data accessible to all users (design, build, maintenance)

1. Support huge SCL files

✓ Parse entire SCD files and show the “necessary” data by job/role/test

2. View data at the system level

✓ Navigate data across multiple IEDs in the system

3. Visualize data 

✓ Show objects in a way that power engineers understand



Simulated

Challenge:  perform system level tests without real IEDs

Simulate IEDs

Value Created:  avoid costly issues during commissioning by testing in the lab

IEC 104

Simulated

RTU/Gateway

Report Control Blocks
Data Sets

Data Models

SCD File

Test 
Protocol 
Mapping

Test 
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IEDs

SCADA Master

IEC 61850



Find Issues Earlier

• Test earlier with software tools

• Discover misconfigurations when they are cheaper to fix

Take Advantage of the Value of SCL

• Leverage a design which is machine readable

• Compare to SCL to find misconfigurations

Tackle The Complexity

• Make IEC 61850 accessible to all users

Key Takeaways


